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A GLOBAL PROBLEM
THE ATTACKERS AND THE TARGETS
DATA: KCS GROUP AND STRATEGICRISK

Cyber numbers

strategy, and a way forward. We’ll 
then go to the executive, the audit 
and the board and say ‘you may 
have not heard of this threat of 
cyber; this is roughly what it is; this 
is roughly what it means for the 
company; and this (is what) we pro-
pose to do about it’.”

Increasing sophistication
IBM Institute for Advanced Security 
director Martin Borrett says cyber 
attack is so damaging, it is no 
wonder that risk managers and 
board members of multinationals 
are worried.

“Although cyber-risk is still 
relatively new, the volume of attacks 
has been going up, and their 
sophistication is increasing.

“As critical information, related 
assets and devices are becoming 
more instrumental and intercon-
nected, the damage and the knock-
on e! ects of a major cyber attack 
can be felt not only in computing. 
They can a! ect critical business and 
infrastructure operations,” he says.

“The biggest cyber risk within an 
organisation is complacency and a 
lack of awareness.”

If IBM is right, at least insurers are 
helping companies wake up out of 
their slumber to the growing threat.
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Search Aggregators reconnect to 
SSP after cyber attack [09/11/12]

Cybercrime is the number 
one emerging risk 
a! ecting the insurance 
market, says consultancy 
24 Lockdown, with a total 
cost to business worldwide 
of £241bn in 2011.

Meanwhile, a report by 
the UK government last 
year put the cost of cyber 
attacks on UK business 
alone at £21bn. Costs to 
government departments 
totalled £2.2bn, while the 
public lost £3.3bn. Last 
year, the ABI found 
insurance fraud cost the 
UK £2bn.

E! orts to understand 
the scale and nature of 
cyber attacks are 
frequently hampered by 
the unwillingness of 
companies to admit they 
have been the victim of 
one because of fears of 
‘reputational damage’.

According to 24 
Lockdown director Steve 
Bibby, many companies 
are fi nding that “increased 
regulatory pressure 
around transparency of 
corporate data is bringing 
a wave of new threats to 
corporate brand identity 
and is compromising 
cyber security”.

Last year the UK  
government dedicated 
£650m over four years 
to tackle the growth of 
cybercrime. 

Its report found 
intellectual property theft 
accounted for nearly half 
of all cybercrime, 
excluding illegal music 
and video downloads. 
Industrial espionage was 
also a signifi cant problem, 
the government said.

Cybercrime is 
the top risk for 

business

The amount traded via 
e-commerce each year 

world-wide exceeds

£5trillion
 Consultancy 24 Lockdown 

says the total cost of 
cyber-crime world-wide 

in 2011 reached

£150bn
 According to a government 

report, the cost of cyber-crime 
to the UK last year totalled 

£21bn

‘It’s not about 
spinning a 
message, it’s about 
explaining to the 
public what has 
happened and why’
Jamie Bouloux, AIG
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The cost of fraud 
to the insurance industry 

in 2011

£2bn

 To tackle cyber-crime, 
the UK government plans 

to spend 

£650m

The number of cyber 
attacks on the UK per 

hour, every day, according 
to the security services
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